[Tpunoxenne Ne2
MertoauuecKkue peKoMeH Al

10 HACTPOIiKe NMPOKCH-CEpPBePa U YCTAHOBKH KOPHEBOro cepTtudukara
NPOBEPKHU NOJJIMHHOCTH

HacTpoiika npokcu-cepBepa u 100aBjIeHHE KOPHEBOTO CepTU(hHUKATA JIIs
ornepannoHHoi cucrembl Microsoft Windows 10

1. Jnsa Web-6pay3epa Mozilla Firefox

B Web-6payzepe Mozilla Firefox otkpeiTh Briaaky «HacTpoiikm» 1 BEIOpaTh pa3ient
«ITpuBaTHOCTH M 3aLIUTA»

<« ¢ @ © Firefo about:preferences#privacy
® Bawa OpraHu3auna 3anpetuia BO3MOXHOCTE M3MEHEHWA HEKOTOPDLIX HACTROeK. Haiitn B HacTpoiika
F& Ocroshue MpuBaTHOCTL Bpay3epa
Q Hauano BioKMpoBKa coAEpXKUMOro
BAOKKMPYET CTOPOHHEE COAEPXKMMOE, TAKOE KaK PEKNAMAE MNK KO, KOTOPOE MOXET 3aMEATUTh  BaceTaHOBMTH MO YMOAUHUIO
:k Lonex MpOCMOTP CTPEHKL M OTCAEXMWBaTh Bac B MHTepHeTe. YCTaHOBUTE CBOM HaCTPOMKY, UTOBkI
. Wcknouenua...
ﬂ MpuBaTHOCTL 1 0BECNEUNTh HaUAYUL WA BaNaHC 3aLUMThl M MPOU3BOANTENbHOCTM.
SEWHE MNoapobhee

BuibepwTe, uto H10KMPOEBATL

[IponucTaTh cTpaHuily BHU3, A0 pazaena «CepTUPUKaThD), U HAXKATh Ha KHOIKY
«IIpocmoTp cepTudUKaTOB...»

CepTtugmkatbl

Koraa cepeep sanpaluMeaeT AMUHBIA CepTUdOMKAT

OTNpaBnATL aBTOMATUUECKM

® CnpawmeaTh KaxabliA pas

v 3anpawweats y OCSP-cepeepos NOATEEPXASHWE TEKYLLETD CTaTyCa CepTUOMKATOR MNpocMmoTp cepTMdKKaTOoB...

YcIpokcTea 3aWmThl...

B /InanoroBom okHe «YTpaBlieHUU cepTuduraramm» BoiOHpaeM BKIAIKy «lleHTpsI
cepTuuKaum) U HAKUMAEM KHOTIKY « IMITIOPTHPOBATE. ..», B IOSIBUBIIIEMCS
JIMAJIOTOBOM OKHE BhIOMpaeM Mpe0CTaBICHHbIN KOpHEeBOU cepTudukar. Kopuepoii
cepTuduKaT J0JDKEH OBITh MpenBapuTenbHO ckonupoBan Ha HXKMJI APM C30



ah' CepTudmrar pd

Obwre Coctae MyTe cepTUdMKaLIM

@ﬁ Ceegennna o cepTndmkarte

HeT goBepuA K 3TOMY KOpHEBOMY cepThhukaTty
ueHTpa ceprundnkaymm. Yrobwl BrnounTs poBepue,
YCTAHOBHTE 3TOT CEPTHHKAT B XpaHuwnmue
[AOBEPEHHbIX KOPHEBbLIX CEPTHWIHMKATOB LUEHTPOB
cepTiudmKaLmn.

KoMy Bbigas: CA Root Sodal Objects

Kem Buigan: CA Root Social Objects
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YcraHosuTe cepTUhMKET. .. 3afBNeHne NOCT aBlULMKa

YcranaBnuBaeM rajouky Ha MyHKTe «JloBepsATh npu uaeHTUGUKAIMKY BEO-CalTOBY» U
HaxxumaeMm «OK»

3arpyska ceptudukata bt

Bam npegnararoT 40BEpATE HOBOMY LLeHTPY cepTMdmkaumm (CA).

Bul xoTuTe AOBEDH% «CA Root Social Objects= ana cneayowmMx HasHadyeHWA?
,ﬂosepmb npv MAEHTUGWKALWKM Beb-CalToB.

Dﬂosepmb NPy MAEHTMOWMKALWM MOAL30BATENER SNEKTPOHHOM MOYTHI.

lMepen Tem, KaK ONPeiennTLCA C AOBEEPUEM K 3TOMY LIEHTPY, PEKOMEHAYETCA NPOBEPUTE €70
CEPTUDKWKAT, MONMTUEY M MPOoUeaypbl (ECAW BO3MOXHO).

Mpocmotpets | TPOBEPUTE CERTMOMKAT LEHTPA

o

Bo3sBpamaemcs B pazaen « OCHOBHbIE»



(i) BalLa OPraHM3auuA 3anpeTuia E03MOKHOCTE M3MEHEHHA HEKOTOPLIX O Haiftn & HacTpoiikax

HacTpoek.

'I:} OcHOBHbIe

OcHoBHeIe
Q Hauano

3anyck
Q Mouck BoCCTaHOBMTL MPEABIAYILYH CECCHID
a MpUBaTHOCTb U Bceraa npoeepATh, ABNAETCA AW Firefox BalwmM 6pay3epoM No yMOAUaHHIO

3awwmTta Firefox He ABnAeTca Bawum Gpaysepom no
YCTaHOBWTE NO YMONYEHMID...
YMONUaHHIOo

[IponmcteiBaem 1o Bknaaku «llapamerpsl cetn» u HaxxuMaeM KHONKY «HacTpounTs...»

[TapameTpbl ceTm

HactpowTs, kak Firefox coeannaetca ¢ MiHTepHetom. MNoapobHee HactpowTs...

Boi6upaem nyHKT «PyyHas HacTpoiika MPOKCH» U BBITIOJIHSAEM HACTPOUKY aHAJIOTMYHO
CKpHUHIIIOTY 3aMeHUB B 3-M okTeTe |IP-anpeca 3nauenue 50 Ha kon CyOnekra PO
(ITpunoxenue)

MapameTpel coeiMHEHUA X

Hactpolika npokcn ana goctyna B MHTtepHer
be3s npokcu
ABTOMaTWUECKN ONPeAenaTb HACTPOMKI NPOKCK ANA 3TOW ceTh
Mcnob30BaTh CUCTEMHBIE HACTPOAKM MPOKCK
@ PyuHas HacTpoiika NpoKcK
HTTP npokcn  10.0.50.52 Mopt 3128

WMcnonb3oBaTe 3TOT NpOKCK-CEPBEP ANA BCEX NPOTOKO/OB

SSL npokan . 10.0.50.52 Mopr 3128
FTP npokcu Hopt 0
¥3en SOCKS Mopx 0

SOCKS4 @ SOCKS5

He ucnonb3osarb NpoKcKk ana

localhost, 127.0.0.1

Mpwumep: .moxzilla-russia.org, .net.nz, 192.168.1.0/24

URL aBTOMaTMUeCKOR HacTpOWKW NPOKCK

OBHOBUTE
He zanpawmBaTte ayTeHTMdUKALMIO (eCAK BblN COXPaHEH Naponk)
Otnpaenate DNS-3anpocsl uepes npokcu npu ucnonszosanum SOCKS 5
Bratouwts DNS uepes HTTPS
URL  https://mozilla.cloudflare-dns.com/dns-query
oK Otmena Cnpaska

Haxumaem kHonky «OK».

Hacrtpoiika okoHueHa.



2. Jlns npyrux Web-6pay3epos:

JIBaX /1l 11I€TIKa€M MBIIIBIO Ha MPEAOCTABIEHHBIN CEPTU(PHUKAT U HAKUMAEM KHOIIKY
«YCTaHOBUTH CEPTHUPHUKATY

an Ceptndmkat X

Ofwmre Cocrae MyTb cepTrduKaLym

(!;!Jﬁ Ceepgenna o ceprndmxare

Hetr posepnna K 3ToMy KopHesoMy cepTmbukaty
ueHTpa ceprudukaym. YTobbl BKNOUNTL [OBEpHE,
YCTAHOBATE 3TOT ceprmpmKaT B Xpannnmuye
AOBEPEHHbIX KOPHEBLIX CEpTHPHKATOB LIEHTpoB

ceprundmamm.

Komy Bbifjan: CA Root Sodal Objects

Kem Beiam: CA Root Social Objects
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YcTanosnTb cepTudmKarT... JaRBNeHnE NOCTaBLLMKA

[Ipu BeIOOpE pacnooKeHus: XpaHUIIUIIA BRIOUpaeM MyHKT «JIOKambHbIM KOMIIBIOTEPY» U
Ha)XMMaeM KHOTIKY «Jlamee»

£% MacTep mmnopTa cepTndMKaTos

Mactep nmnopra ceptndukaToe

3TOT MACTEP NOMOrEET KONWPOBATE CEPTHEMKETEI, CIMCKKM AOBEPMA W CNMCKK 0T3LIES
CEPTMHMKETOR C NOKANEHOMD AMCKE B XPEHWIMILE CEPTUDMKITOE,

CepTUdMKET, BolAGHHEIM LEHTPOM CEPTUOMKALIM, SENASTCA NOATEEMHAEHWEN BalLER
MMUYHOCTH M COAEPHMT MHOOPMALIIO, HEOBX0AMMYIO AN SAWMTEI ASHHEIX MK
YCTEHOBNEHNA 3ALLMILEHHBIX CETEBRIX NOAKMDHEHMA, XPEHNNMWE CEpTMdHKAETOE —
5T0 0BNaCcTh CUCTEMBI, NPEAHAZHAYEHHER ANA XPAHEHUA CEPTHDMKETOE.

PacronoreHe XpaHunMwLa
() Texywmit nonbsosaTens

(®) NoxansHsli KoMMLOTED

[na NPofomHEHNS HEHMUTE KHoMKy ~fanee”,

& Janee OTtmeHa




Bribupaem pazaen «[lomecTuTs Bce cCepTHUPHUKATHI B CIECAYIONIEE XPAaHWINIIE» U

HaxxumaeM KHonky «O0630p». Beioupaem nanky «JloBepeHHbIE KOPHEBBIE LIEHTPBI
cepTudUKaIun

| Beibop xpaHunnwa ceptudmkara >

€ L% Mactep nmnopra cepTudikartos BrifepuTe XpaHunuWe cepTHHMKSTOE, KOTOPOE Bhl
XOTUTE WCNOMB30BATE.

" MsHoe ~
3
| NoBepuTEnbHEIE OTHOWEHMA & NpeAnpy
7| MpomeskyTouHEIE UEHTPEI CEPTUDMKELA

| NoBeperHbie unaTEM

XpaHwnuue cepTuhHKaToB

¥PaHUNMILE CEpTUDUKETOS - 3TO CUCTEMHBIE 0BNECTH, B KOTOPLIX
XPEHATCA CEPTUDUKATI.

= L
------ CERTARARATRL K KATAMNKIM HET ANREMA

Windows aETOMaTHYECKH BRIDEPET XPAHMIMLWLE, MAM BEl MOXETE YKEZATE < >
PAECTIONOHKEHNE CEPTHRMKATE BRYUHYHD,
[Inokasate dmsudeckie xpaHanaLa
() ABTOMBTHHECKH BLIDPETE XPEHWIMLLE Ha OCHOBE TMNa CEpTHDMKETE
(®) MoMECTHTE BrE CEPTUEMIKATHI B CNEAYIOWEE XDaHWIMILE Otmera
¥PEHUNMILE CEPTHMKATOE:
| | | Obzop...
Janee Otmena

HaxxumaeMm 1mociaenoBaTebHO KHOMNKHU «OK» n «I[anee»

€ &% Mactep wmnopTa cepTuduKaTos

3aBeplUeHWe MacTepa UMNOPTa cepTU¢NKaTOB

CepTuimaTt OYAET MMNOpTHPOBEH NOCNE HEMATHA KHOMKM ToTosn ",

BbINK yKasaHs! cNenyroWMe NapameTpel:

XPaHUNKWE CepTUDMKATOE, BiBpaHHoe Nnone3oeaTene  [JoBEPEHHEIE KOPHEBEIE LIEH
CoaepmMoe CepTudmMkaT
£ >

ToToeo OTtmena

Haxumaem kHONIKY «I'0TOBOY.



B ctpoke noucka B meHto «Ilanens 3anau» BBoaum Tekct «[lapamerpsl npokcu-cepepar
Y HaOKMMAaeM Ha COOTBETCTBYIOIIYIO KHOIKY

Bce MpunaxeHua [ OKYMEHTHI MapameTpul HTepHet Apyrue ¥ ObpaTtHan CBA3b

Jlyuwee cooTBETCTENE

@ MapamMeTpel NpoKcK-cepBepa
MapameTpel cucTemel

MNapametpel
MNapameTpbl NpoKcKU-cepeepa
@ MsmeHuTh NapamMeTpbl Npokcu- > MNapameTphil CHCTEMBI
cepBepa
@ WsmeHeHre napaMeTpos NpoKcn- > .
cepBepa BpYUYHYIO 9 Otkpeime
& WcnonbsoBaHne aBTOMATUYECKON 5
HAaCTPOKW NPOKCK-cepBepa
Mowck & VHTepHeTe
| 2 NapameTpsl npokcn-cepeepa - Cin. > |

pezyALTaTEl B VIHTepHETE

L2
H L MNapawmetpsi npoxcu—cepsepa|

BrinonHseM HacTpoiiKy aHaJOTMYHO CKPUHIIOTY 3aMEHMB B 3-M okTere [P-anpeca
snadyenne 50 Ha kog Cyonekra PD ([Ipusioxenwue), gajaee HaKMMaeM KHOIKY
«CoxpaHUTH»

Mapamerpsl
@ Trasuan Mpokcn-cepBep
| Haritu napametp 2 | ABTOMaTUUeckas HaCTPOI‘;IKa npokcn-cepeepa
CeTs 1 ViHTepHeT Vien np peepa AR # « Ethernet naw
cetaM Wi-Fi. 3T NapameTpsl He NPUMEHAROTCR AnA VPN-NOAKMOUeH .
B Cocrosnue OnpeaensTs NapameTpei aBTOMAaTUUECKN
@ omn
% Wi-Fi
Mcnonb3oBaTh CLEHAPKIA HACTPOFKI
7 Ethernet @ D omn

Aapec cueHapua
HaBop Homepa

°® VPN

CoxpanuTe

£ Pexm «s camoneres

) (e Hactpoiika Npokcn BpyuHyto

o Wcn npe peepa ans # Kk Ethernet nna
@ Uenonsaceanme aannbix caTam Wi-Fi. 371 NapameTpel He NPUMEHAIOTCA A8 VPN-NCAKMOUEHM .
& Npokcn-cepsep Mcnonssaeate npokcu-cepaep
@D &
Aapec Mopt
10.0.50.52 3128 x

He WCNoNL30BaTE NPOKCU-CEpREp ANA 3APECOE, KOTOPLIE HAUMHAIOTCA C
YKazaHHLIX HIbKe 3aniced, Jan PasASACHHA JaNMcelt MENoALaYTe ToUKY
¢ sanAToN ).

localhost, 127.0.0.1

He uc np peep ans (HyTpUCETEBEI)
azpecos

CoxpanuTs

Hactpoiika okoHueHa

IIpn BO3HNKHOBEeHHMH NPOOJIeM C YCTAHOBKOH KOPHEBOro ceprugukara Heo0XoaumMo
00paTUThCS B CIYKOY TEXHMYECKOH MOJIePKKH 10 TejieoHy (KPyIJI10CyTOYHO)

8(800) 301 3231



[Inan IP agpecamu mpokcu cepBepoB

IIpunoxxenue

(I:Cli)g) Cyobekt Poccuiickoii ®enepanuu AH[;Z;:E;:W_ opT
1 Pecniybnuka Anpirest (Anpires) 10.0.1.52 3128
2 Pecnybnuka bamkopTocTtan 10.0.2.52 3128
3 Pecniyonuka Bypsitust 10.0.3.52 3128
4 Pecniybnuka Anrait 10.0.4.52 3128
5 Pecniy6nuka Jlarectan 10.0.5.52 3128
6 Pecniy6onuka Unrymerus 10.0.6.52 3128
7 Kabapauno-bankapckas PecniyOnmka 10.0.7.52 3128
8 Pecnyonuka Kammprkust 10.0.8.52 3128
9 KapauaeBo-Yepkecckas Pecryonuka 10.0.9.52 3128
10 | Pecniyonmka Kapenust 10.0.10.52 3128
11 | Pecny6nuka Komu 10.0.11.52 3128
12 | Pecriyommka Mapwmit O 10.0.12.52 3128
13 | Pecny6nuka MopaoBust 10.0.13.52 3128
14 | Pecnybnuka Caxa (SIkytust) 10.0.14.52 3128
15 | Pecnybnuka CeBepHast Ocetus - AnaHus 10.0.15.52 3128
16 | Pecny6nuka Tarapcran (Tarapcran) 10.0.16.52 3128
17 | Pecnybnuka TriBa 10.0.17.52 3128
18 | Yamyprckas PecnyOnmka 10.0.18.52 3128
19 | Pecnybnuka Xakacus 10.0.19.52 3128
21 | Yysamickas Pecnybnuka — UyBamus 10.0.21.52 3128
22 | Anraiickuii Kpai 10.0.22.52 3128
23 | KpacHomapckuit kpai 10.0.23.52 3128
24 | KpacHospckuii Kpait 10.0.24.52 3128
25 | [Ipumopckuii kpai 10.0.25.52 3128
26 CraBponoabCKuil Kpai 10.0.26.52 3128
27 | XabapoBCKul Kpai 10.0.27.52 3128
28 | Amypckas o6sacTh 10.0.28.52 3128
29 | ApxaHrenbckas 00J1acTb 10.0.29.52 3128
30 | AcrpaxaHckas o6iacTb 10.0.30.52 3128
31 Benroposackas o6mactb 10.0.31.52 3128
32 | bpsiHcKkas o6nacTh 10.0.32.52 3128
33 Brnagumupckas obnacts 10.0.33.52 3128
34 Bonrorpazackas o6mactb 10.0.34.52 3128
35 Bomnoroackast o0mactb 10.0.35.52 3128
36 | Boponexckas obnacTb 10.0.36.52 3128
37 | BaHOBCKas 005acTh 10.0.37.52 3128
38 | Upkyrckas obnactb 10.0.38.52 3128




Kon Cyo0bekT Poccniickoii @enepanun Anpec nmpokcu- IMopTt
39 | Kanmununrpaackas o61acTb 10.0.39.52 3128
40 | Kamyxckas ob6nactb 10.0.40.52 3128
41 | Kamuarckuii kpait 10.0.41.52 3128
42 | KemepoBckas 005acTb 10.0.42.52 3128
43 | KupoBckas 00yacth 10.0.43.52 3128
44 | KoctpoMmckasi 001acTh 10.0.44.52 3128
45 | Kypranckas 00y1acth 10.0.45.52 3128
46 | Kypckas o6macTb 10.0.46.52 3128
47 | Jlenunrpajackas o0nacTb 10.0.47.52 3128
48 | Jlumenkas 00IacTh 10.0.48.52 3128
49 | MaramaHckasi 00JacThb 10.0.49.52 3128
50 | MockoBckasi 061acTb 10.0.50.52 3128
51 | MypmaHckas obnacTh 10.0.51.52 3128
52 | Hmwxkeropoackas 001acTh 10.0.52.52 3128
53 | HoBropojckas o6sacthb 10.0.53.52 3128
54 | HoBocubupckas 061actb 10.0.54.52 3128
55 | Omckast o6macTb 10.0.55.52 3128
56 | OpenOyprckas 00J1acTh 10.0.56.52 3128
57 OpoBckas 0671acTh 10.0.57.52 3128
58 | Ilensenckas o0nacTh 10.0.58.52 3128
59 | Ilepmckwuii kpait 10.0.59.52 3128
60 | IIckoBckas o0nacThb 10.0.60.52 3128
61 | PocroBckas o6macTb 10.0.61.52 3128
62 | Psa3anckas o6nacTb 10.0.62.52 3128
63 Camapckas 001acTh 10.0.63.52 3128
64 | CaparoBckas 00acTh 10.0.64.52 3128
65 CaxanuHckas 0051acTh 10.0.65.52 3128
66 CeepioBcKast 001acTh 10.0.66.52 3128
67 CMmornenckas 06sacth 10.0.67.52 3128
68 TamboBckas o6acth 10.0.68.52 3128
69 TBepckas 00macThb 10.0.69.52 3128
70 Tomckas obnacth 10.0.70.52 3128
71 | Tynbckas obnacth 10.0.71.52 3128
72 TromeHckas 061acThb 10.0.72.52 3128
73 | YapsiHOBCKasi 0067acTh 10.0.73.52 3128
74 | YUensaOuHckas 061acTh 10.0.74.52 3128
75 | 3abaiikanbCKuil Kpait 10.0.75.52 3128
76 | SpocnaBckas o0nacTh 10.0.76.52 3128
77 | r. Mocksa 10.0.77.52 3128
78 | r. Cankr-IlerepOypr 10.0.78.52 3128
79 | EBpeiickas aBTOHOMHas 006JacTh 10.0.79.52 3128
82 | PecniyOnuka Kpeim 10.0.82.52 3128
83 | HeHeukuii aBTOHOMHBINA OKPYT 10.0.83.52 3128
86 XaHTbI-MaHCUNCKUI aBTOHOMHBIN OKPYT - 10.0.86.52 3128

IOrpa




Kon

Cyo0bexT Poccniickoii @enepanuu Anpec npokcu- MopT
87 | UyKOTCKHUiIl aBTOHOMHBIH OKPYT 10.0.87.52 3128
89 | SImano-Henenkuii aBTOHOMHBIN OKPYT 10.0.89.52 3128
92 | r. CeBacTonomb 10.0.92.52 3128
95 | Yeuenckas PecrybOmnmka 10.0.95.52 3128




